
School Learning Management System – Coding and Implementation 

Introduction 

This document covers the coding and testing of a secured learning management 

system for schools (Se-LMS).  The Se-LMS allows teachers, students and parents to 

view students’ assignments and grades securely. Se-LMS have been promoted in 

the UK over the last decade (Ofsted, 2013) while the Department for Education (DfE) 

require schools to provide high-quality remote education (DfE, 2024).  The 

application, ‘Smart MAT’ is targeted at schools or multi-academy trusts in the UK. 

 

This report should be read in conjunction with the README file, detailing how to run 

the Smart MAT application and the code has been provided in the supporting files.  A 

number of illustrations have been used throughout and are summarised in the table 

below: 
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The Application 

The application has been designed to run with or without security.  The following 

sections demonstrate the working application running with security turned on. 

Login 

Figure 1 - Login 

 

The login in page prompts the user for a valid username and password.  If the user 

provides an incorrect password, an error is displayed, and the incorrect password 

counter is increased by 1.  The user account is locked after 4 incorrect attempts.  

This prevents a brute force attack where a hacker would be able to continually 



attempt to login to the application.  This security feature is disabled when the security 

settings are turned off. 

 

 It should be noted that passwords are secure as they follow a Regex pattern and 

they have been hashed for additional security. 

Figure 2 - Incorrect Login 

 

 



 

 

 

Main Menu 

The main menu will reflect the permissions of the user according to their role: Admin, 

Teacher or Student.  This ensured that when security is enabled, the user is only 

able to access functionality relevant to their role. 



Figure 3 – Admin Menu

 

Figure 4 - Teacher Menu

 



Figure 5 - Student Menu

 

 

Functions by role: Students 

Student access is restricted to the functions necessary for their role.  Students can 

only see assignments that have been allocated to them 

Figure 6 - View Student Assignment 

 

Students can view their marks for an assignment 

Figure 7 - Student View Marks & Submit Work 

 

Students are also able to submit work via a form.  There is no opportunity to upload 

files which helps to prevent sql injections. 



Figure 8 - Submit Assignment 

 

Figure 9 - Updated Submission 

 

Users of any role can change their own password, if the new password meets the 

security requirements of the Regex pattern. 

 

Functions by role: Teachers 



Teachers can view all assignments but can only edit the assignments that they own. 

Figure 10 - View Assignments - Teacher 

 

Teachers can edit or delete their own assignments. 

Figure 11 - Edit Assignment 

 

Teachers can view all assignments and manage the ones they own, using either the 

‘Assign’ or ‘View’ options. 



Figure 12 - Assignment Marks - Teacher 

 

For any assignment they own, Teachers can assign or remove users. 

Figure 13 - Assign users 

 

They can also view the marks: 

Figure 14 - Teacher Marks 

 

Teachers can edit the marks and feedback, for their assignments 



Figure 15 - Edit Marks 

 

 

Functions by role: Admin 

Some functions are restricted to the Admin role.  Admin users are able to view and 

manage all users’ details. 

Figure 16  - Display and Edit Users 

 

Admin users are able to register new users to the system.  



 

Figure 17 - Register New Users 

 

Further security ensures that passwords must match a Regex pattern. 

Figure 18 - Regex Pattern 

 

Admin users are also able to turn the security settings on or off. 



Figure 19 - Security Settings 

 

Application Programming Interface (API)  

The system contains an Application Programming Interface (API).  This can only be 

accessed by a user with Admin permissions.  The API can be used to perform the 

following tasks: 

Address Task Description 

127.0.0.1:5000/api/users/ List each user with their username and 

role 

127.0.0.1:5000/api/users/?id=id 

Or 

127.0.0.1:5000/api/user/id 

 

List a specific user with the ‘id’ 

parameter   

127.0.0.1:5000/api/users/?role=role 

Or 

127.0.0.1:5000/api/user_r/role 

 

List all users with a specified role 

using the ‘role’ parameter   

127.0.0.1:5000/api/user_add/?username=

uername&password=password&role=role/ 

 

Adds a user to the system with the 

username, password and role 

specified as arguments 

http://127.0.0.1:5000/api/users/
http://127.0.0.1:5000/api/users/
http://127.0.0.1:5000/api/users/
http://127.0.0.1:5000/api/users/
http://127.0.0.1:5000/api/users/
http://127.0.0.1:5000/api/users/
http://127.0.0.1:5000/api/users/


127.0.0.1:5000/api/user_delete/?id=id/ 

 

Deletes a user from the system using 

the specified user id from the id 

argument 

 

The examples below show how the API can be used 

Figure 20 - API - List All Users 

 

http://127.0.0.1:5000/api/users/


Figure 21- User with specific id 

 

Figure 22 - users with a specific role 

 

When a user is added to the system using the API, all users are displayed showing 

confirmation that the new user has been added.  The example below has been 

generated using the API with: 

http://127.0.0.1:5000/api/user_add/?username=student4&password=123 

http://127.0.0.1:5000/api/user_add/?username=student4&password=123


Figure 23 - Adding a user 

 

 

Similarly, a user can be deleted.  For example, 

http://127.0.0.1:5000/api/user_delete/?id=8 

 

http://127.0.0.1:5000/api/user_delete/?id=8


Figure 24 - Deleting a user 

 

Preventing unauthorised access 

It is not sufficient to limit the displays and options by role.  Each page must be 

secured to prevent hackers simply typing the correct web-address to access part of 

the system.  Throughout the application, there are checks for each page to ensure 

that unauthorised access is not granted.  When a user tries to access a page beyond 

their allowed permissions the application returns the Forbidden error message. This 

is illustrated in the examples below: 

 



Figure 25 - Access to the User List from a Student account 

 

 

Figure 26 - Access to the menu when logged out 

 

 

Using the application when security settings are turned off 

The application can be run without security 

Figure 27 - Security Settings 

 

When security settings are off, all users can access the full Admin menu and have 

access to all functionality regardless of their role.  The example below shows a user 

with a Student role accessing the full menu, including Admin only options 



Figure 28 - Main menu with no security 

 

In addition to being able to access all functions within the system, the passwords can 

be changed, with no Regex pattern checks.  The example below shows the 

password being successfully changed to ‘123’ which would normally fail the Regex 

check. 

Figure 29 - Password changed with no Regex check 

 



Figure 30 - Returned to menu with a successful change of password 

 

The API can also be accessed freely, by anyone with the knowledge of the web-

address.  The following example shows the results when security is turned off and 

the user is either logged in as a non-Admin user or the user is not logged into the 

application at all. 



 

In addition, it is possible to access all of the functions, either directly or through the 

Admin menu when no user is logged in and the security settings are off.  Note that 

no username is displayed and the option to ‘Log In’ is shown rather than ‘Log Out’ 



Figure 31 - Menu accessed when logged out and security is off 

 

When the security is turned off it is possible for: 

1. users’ passwords to be changed by unauthorised users. 

2. Users accounts or work to be deleted. 

3. Students marks to be changed by unauthorised users. 

4. Assignment posts to be deleted from the system. 

5. New users to be created by unauthorised users. 

6. The API to be accessed beyond those with an Admin role. 

7. Full access to the system without being logged in. 

Tests 

Flake8 tests have been used to check the code against the best practices.  The 

example below shows an unused module and a trailing whitespace. 



Figure 32 - Flake8 Testing 

 

These were then corrected and Flake8 returned no response as there are no errors 

Incorrect  

Figure 33 - Flake8 Tests 

 

 

Conclusion 

The Se-LMS application, Smart MAT, meets the specifications of the design 

proposal.  Specifically: 

• Security can be turned on or off. 

• Passwords meet a Regex pattern and are hashed. 

• Teachers are able to set assignments, allocate them to students and provide 

feedback and marks. 

• Students are able to view their assignments and submit marks. 

• Role permissions are implemented throughout following the principle of least 

privilege. 

• Login attempts are limited to prevent a brute force attack. 

• Admin users can perform Create, Read, Update, and Delate (CRUD) 

functions via an API. 

• GDPR principles are applied such that data is only shared where necessary. 
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